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FHIR Application Certification
Validate third-party applications quickly, cost-effectively,  
and at scale

Introduction

Under the CMS Interoperability and Patient Access final rule, 
CMS-regulated payers must implement FHIR-based APIs 
that allow beneficiaries to access their health data using any 
third-party application of their choice. While this requirement 
will greatly improve members’ access to personal health 
information, many payers worry that Protected Health 
Information (PHI) might fall into the wrong hands, since  
third-party applications are not covered entities under HIPAA. 

To mitigate this risk, CMS encourages payers to request 
confirmation from third-party vendors that their applications 
include specific, realistic privacy and security provisions that 
protect patient data. However, with more than a thousand 
health data applications currently on the market, the logistics of 
certifying each app is daunting, both in terms of time and cost. 

Fortunately for Edifecs FHIR Solution customers, our  
FHIR Application Certification process alleviates this heavy 
financial burden by certifying third-party apps quickly and at 
scale so you don’t have to.

Why Edifecs?
Edifecs is a leader in compliance and interoperability and has 
been a trusted partner in the healthcare market for 24 years. 
Through our work as a founding member of the Da Vinci 
Project, we have developed and integrated all published  
Da Vinci use cases and CMS-recommended implementation 
guides into our solution, and have tested various consumer-
facing applications and prototypes. We also have years of 
experience in testing and certification as the only CAQH 
CORE-authorized Testing Vendor.

Value for Edifecs FHIR Solution Customers:

• Consistent approach across multiple vendor applications 
and participating plans

• Access to all vendor-attested material on privacy and 
data security provisions, terms of service, etc. 

• Self-Service certification process including 
self-registration and vendor education

• Improved member satisfaction from quick and easy 
access to health data from their application of choice

• Significant savings in both time and cost compared to 
performing this certification independently
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Edifecs Inc. is a global healthcare software company committed to improving outcomes, reducing costs, and elevating value of 
healthcare for everyone. Edifecs delivers the industry’s premier IT partnership platform to providers, insurers, pharmacy benefit 
management companies, and other trading partners. By mobilizing its leading solutions at the front end of the healthcare information 
pipeline, Edifecs provides a unified platform for partners to flexibly pilot and scale new initiatives using their existing enterprise 
system. Since 1996, hundreds of healthcare customers have relied on Edifecs partnership solutions to future-proof their leading 
initiatives in the midst of a dynamic healthcare landscape. Edifecs is based in Bellevue, WA, with operations internationally.  
Learn more about us at edifecs.com.
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FHIR Application Certification Process

Credentialing

• Enable self-registration for 
vendor and its applications

• Collect and validate the 
vendor’s Privacy Policy and 
any Data Protection Policies 

• Access, review and 
approve all vendor-provided 
documents and attestations

Education

• Educate vendors on FHIR 
standards and guidelines

• Explain the testing and 
certification process  
requirements and 
instructions 

• Share use cases, sample 
data and FHIR endpoint 
details

Testing and Validation

• Generate vendor Security 
Client ID and Secret Key

• Test the connection, 
monitoring requests and 
API call responses

• Validate the display of the 
response in the vendor 
application

Certification

• Issue Digital Certificate

• Get certificate 
authenticated from 
Edifecs and view vendor’s 
information

• Establish terms and 
conditions for certificate 
renewal, including 
expiration alerts and 
expedited processes

 

Benefits

Improve Overall Costs • Eliminate IT costs associated with in-house certification and validation, including 
education and troubleshooting

• Reduce operational costs by enabling self-registration and self-service certification 

Scale and Grow Application 
Ecosystem

• Standardize the certification process across all vendor applications 

• Certify and enable more vendor applications quickly and efficiently 

• Execute multiple vendor certifications simultaneously without investing  
additional resources

• Improve member satisfaction by enabling them to use the health data applications 
of their choice

Maintain Control and Visibility • Mitigate risk by validating the Privacy and Data Protection policies of vendor 
applications 

• Monitor and track the certification process 

• Access vendor information at any time using the digital certificate key

• Manage re-certification of newer versions of applications


